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ABSTRACT

Security is an essential requirement in ad hoc networks. Ad Hoc network is particularly vulnerable due to the lack of any centralized infrastructure. Routing plays an important role in the security of the entire network. Due to open medium, dynamic topology, distributed cooperation, constrained capabilities ad hoc networks are vulnerable to many types of security attacks. In this paper, we discuss the rushing attack that results in Denial-of-Service (DoS). Various approaches to prevent rushing attack has been discussed. The performance is increased where the packet is  transmitted with low overhead and high throughput.
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1. INTRODUCTION


A system of mobile nodes connected with each other via wireless medium without infrastructure support. A mobile ad hoc network (MANET) [1,2] has as the name suggest, mobile nodes. This means that a node can physically transport itself between different places in the network and in and out of reach to the nodes in the same network, due to the radio propagation range. To make the network function properly every node has to, not only be able to send and receive packets, but also has to work as a relay station for packets on their way to their final destination.

The routing process determines the paths between nodes in the network. It’s the routing protocols function to control these events. This is a very complicated matter due to large involvement of all the nodes in the network. There are a several different factors to take into consideration when determining the paths between the nodes. One of the most challenging is the dynamic nature of the network. It’s hard to keep track of the all the nodes whereabouts at all times. As a result of this, a reactive method has been developed to solve this issue. Unlike the proactive method the reactive doesn’t need to know the nodes location at all times. Instead it only needs to make a request for a path when it’s needed. The proactive method is commonly used in static networks or mobile networks with a very low rate of mobility.
2. SECURITY ISSUES

There are several factors that make it particularly difficult to maintain a high level of security. To highlight the problems some of the difficulties will be presented:
Vulnerability of channels

An enemy can eavesdrop for messages and inject fake messages into the network without having to get physical access to the network .

Vulnerability of nodes

In general the nodes aren’t very physically protected. They can easily fall under the control of an attacker.

Absence of infrastructure

The fact that the ad hoc network is supposed to work without any fixed infrastructure provides additional problems. Without a fixed structure it’s not possible to implement the security solutions based on certification authorities and on-line servers.

Dynamically changing topology

The constantly changing topology in a mobile ad hoc network presents more difficulties then just having to manage the routing issues. It’s especially hard to distinguish if faulty routing information has been generated from a compromised node or as a result of some change in the topology.
3. SECURITY REQUIREMENTS

To solve the security issue in an ad hoc network and make it secure we have to look at a couple of requirements that have to be achieved. These requirements are: availability, confidentiality, integrity, authentication and non-repudiation.
Availability 
The network must at all times be available to send and receive messages despite if it’s under attack. An attack can be in the form of a denial of service or an employed jamming to interfere with the communication. Other possible threats to the availability are if an attacker disrupts the routing protocol or some other high-level service and disconnects the network. The node itself can also be the problem to availability. This is if the node is selfish and won’t provide its services for the benefit of other nodes in order to save its own resources (e.g. battery power).
Confidentiality
Provides secrecy to sensitive material being sent over the network. This is especially important in a military scenario where strategic and tactical information is sent. If this information would fall into enemy hands it could have devastating ramifications.
Integrity
Ensures that messages being sent over the network aren’t corrupted. Possible attacks that would compromise the integrity are malicious attacks on the network or benign failures in the form of radio signal failures.
Authentication
Ensures the identity of the nodes in the network. If A is sending to B, A knows that it’s B who is sending the message. Also B knows that it’s A who is receiving it. If the authentication [3] isn’t working it’s possible for an outsider to masquerade a node and then be able to send and receive messages without anybody noticing it, thus gaining access to sensitive information.
Non-repudiation 
Makes it possible for a receiving node to identify another node as the origin of a message. The sender can’t deny having sent the message and are therefore responsible for its contents. It’s particularly useful for detection of compromised nodes.
4. RUSHING ATTACK.


To send a data packet to the destination for which it does not already know the route, it uses a route discovery process to dynamically determine such a route. Route discovery works by flooding the network with ROUTE REQUEST packets. To limit the overhead of this flood, each node typically forwards only one ROUTE REQUEST originating from any Route Discovery. In particular, existing on-demand routing protocols, only forward the request that arrives first from each route discovery. In the rushing attack, the attacker exploits this property of the operation of Route Discovery.
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In the network shown in figure-1, the initiator node A initiates a Route Discovery for the target node G. If the ROUTE REQUESTs for this Discovery forwarded by the attacker are the first to reach each neighbor for the target, then any route discovered by this Route Discovery. That is, when a neighbor of the target receives the rushed REQUEST from the attacker, it forwards that REQUEST, and will not forward any further REQUESTs from this Route Discovery. When non-attacking REQUESTs arrive later at these nodes, they will discard those legitimate REQUESTs. For example assume C is a malicious node, it has no intension to check whether the particular route is available. So it will immediately broadcast a request. But the request through B or any other good nodes take some time to check whether the particular route is available. So request from malicious node first reaches the node E neighbor of the target node G compare to request from B. As a result, the initiator will be unable to discover any usable routes (i.e., routes that do not include the attacker). An attacker that can forward ROUTE REQUESTs more quickly than legitimate nodes can do. So it can increase the probability that routes that include the attacker will be discovered rather than other valid routes.
5. APPROACHES TO PREVENT RUSHING  ATTACK

In the existing protocols, since every node forwards only the first route request it receives, the rushing attacker tries to forward the received request first to its neighbors [4]. 
A. Secured Dynamic Source Routing (SDSR)
This protocol adds additional security with the existing DSR (Dynamic Source Routing) [5] protocol. In this paper, we change this property in order to overcome this attack. Now, every node doesn't forward the first route request it receives. Instead it waits for some amount of time (which is proportional to its distance from the source), collects all the request via different nodes and randomly selects a request to forward. By doing so, the probability that the request selected to forward by the attacker is reduced. Since every node attacker, the other successive nodes might discard it and the probability that the route through the attacker is nearly zero. As the number of hops increases, the attack can be almost prevented as shown in fig 2.
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When a source node wants to send data to the destination node, it may not have any route to the destination node. Hence it initiates the route discovery process. It creates a Route Request (RREQ) packet and broadcasts it to its neighbor to reach destination.
Algorithm to prevent Rushing Attack in SDSR protocol
Step 1: The source node broadcasts the RREQ (Route Request) packet to its neighbors.
Step 2: On receiving the RREQ packet, every node checks whether it is the destination i.e it compares its address with the destination address.
Step 3: If it is not the destination node then perform step 4 to step 9.
Step 4: If the address is present in the path, then discard the packet to avoid looping.

Step 5: Check the ‘Route Cache’ whether it has any route to the destination and send Route Reply (RREP) packet to the source and route the packet to the destination.

Step 6: If it does not have any route to the destination then store the sequence number and the arrival time in the ‘Collected Route Requests’ table and set a timer for collecting further requests.
Step 7: Calculate the ‘time out’ value and store it in ‘Timer Expired’ table.

Step 8: Store the request information in the ‘Collected Route Request’ table and increment the count of requests.
Step 9: Discard the packet if the packet arrives after time out value.
Step 10: If the neighbor is the destination, then collect request and set the timer.
B. Rushing Attack Prevention (RAP)
 
To defend against rushing attack, a generic secure Route Discovery component, called Rushing Attack Prevention (RAP) was developed. This can be applied to any existing on-demand routing protocol to resist the rushing attack. To find route to the destination the source floods the Route Request packet. To limit the overhead of this flood, each node typically forwards only one Route Request originating from any Route Discovery. A secure Neighbor detection protocol requires three rounds of processing.


[image: image3]
Fig-3 Secure Route Discovery Protocol against Rushing Attack
Secure Neighbor Detection Protocol
Round 1: Initiating node broadcasts a neighbor solicitation packet.

Round 2: On receiving the neighbor solicitation packet, it sends a neighbor reply packet.
Round 3: Finally, the initiator sends a neighbor verification, which includes broadcast authentication of a timestamp and the link from source to destination.

Fig-3 describes that if the destination is reached in a single-hop, then secure neighbor detection protocol comprising of three rounds sssis executed for a secure route discovery to reach the destination. Otherwise gather ‘n’ requests and then randomly choose a request packet  and then execute secure neighbor detection protocol and any one of the on-demand routing protocol.
Through simulation [9], it is clear that the performance is increased when the network is subjected to RAP and SDSR protocol. Various performance metrics like number of routes without the attacker, packet delivery ratio, end-to-end delay and throughput are verified and found that SDSR out-performed than DSR even under higher mobility.
6. CONCLUSION


This paper has focused on various security issues and ODMRP (On-Demand Multicast Routing Protocol) where a better features of multicasting have been specified. Security issues are mentioned in this paper and the measures to increase the performance are also described. Various attacks on ad-hoc network are discussed where the rushing attack is being discussed in detail.
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