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ABSTRACT
Distributed denial of service is a major threat to the availability of internet services. DDoS attacks are very stealthy and anonymity allowed by IP networking, together with the distributed nature of the internet, makes distributed denial of service (DDoS) attacks silent and difficult to counter. IP spoofing has often been exploited by Distributed Denial of Service. The Path Identification DDoS defense scheme has recently been proposed as a deterministic packet marking scheme that allows a DDoS victim to filter out attack packets on a per packet basis with high accuracy after only a few attack packets are received. This work proposes the Stack Path identification marking, a new packet marking scheme based on path identification, and new filtering mechanisms. The Stack Path Identification marking scheme consists of two new marking methods that substantially improve Path identifier’s incremental deployment performance i.e., Stack-based marking and Write-ahead marking. The proposed scheme almost completely eliminates the effect of a few legacy routers on a path, and performs better than the original Path identification scheme in a sparse deployment of path identifier enabled routers. For the filtering mechanism, derive an optimal threshold strategy for filtering with the Path identification marking. The system develops the path identification IP filter, which can be used to detect IP spoofing attacks with just a single attack packet. Finally, evaluate the Stack path identification’s compatibility with IP Fragmentation, applicability in an IPv6 environment.
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1. Introduction
Internet security is of critical importance to our society, as the government and economy increasingly rely on the Internet to conduct their business, and people use the Internet as a convenient vehicle for simplifying a wide range of tasks, from banking to shopping. Unfortunately, the current Internet infrastructure is vulnerable to a Distributed Denial of Service (DDoS) attack. Because DDoS attacks typically rely on compromising a large number of hosts to generate traffic to a single destination, the severity of DDoS attacks will likely increase as greater numbers of poorly secured hosts are connected to high bandwidth Internet connections. An attacker can intentionally modify, or spoof, the source address of the packets it sends from a compromised host. One of the DDoS attacks that rely on IP address spoofing is TCP SYN Flooding, in which an attacker sends TCP SYN packets as if to initiate a TCP connection with its victim. These SYN packets contain spoofed source IP addresses, which cause the victim to waste resources that are allocated to half-open TCP connections which will never be completed by the attacker. 
These types of DDoS attacks, which use large amounts of traffic to disable a victim server, are the focus of this article. However, source IP address spoofing is also used in many other attacks. An attacker who wants to evade source IP address based packet filtering will use source IP spoofing. Finally, some DDoS attacks do not rely on source IP address spoofing, because the attacker simply does not care whether or not the machine that it has compromised is implicated in the attack, so long as the attacker itself remains unknown. However, as source IP address filtering mechanisms become widely deployed, it is likely that attackers will have to resort to source IP address spoofing to increase the effectiveness of their attacks.
1.1 Traits of Defense Mechanisms 
Because the current Internet infrastructure has few capabilities to defend against DDoS attacks, it is needed to design an adaptable network level defense mechanism against these attacks. Most predominant defense traits are
Fast response
The solution should be able to rapidly respond to and defend against attacks. Every second of Internet service disruption causes economic damage. We would like to immediately enable blocking of attack traffic.
Scalable
 Some attacks, such as TCP SYN flooding, involve a relatively small number of packets. However, many DDoS attacks are large scale and involve thousands of distributed attackers. A good defense mechanism must be effective against low packet count attacks, but also scale up to handle large-scale attacks.
Victim filtering
Some DDoS defense schemes in the literature assume that once the attack path is revealed, upstream routers will install filters in the network to drop attack traffic. This is a weak assumption because such a procedure may be slow, since the upstream ISPs have no incentive to offer this service to non-customer networks and hosts. A defense mechanism should enable sites to perform local filtering, which is especially effective if the attack does not cause network congestion.
Efficient
 The solution should have very low processing and state overhead for routers and, to a lesser degree, victim servers.
1.2 Proposal
This paper proposes the Stack Path identification marking, a packet marking scheme based on Pi, and new filtering mechanisms. The Stack Path identification marking scheme consists of two marking methods that substantially improve path identification’s incremental deployment performance i.e., Stack-based marking and Write-ahead marking. This scheme eliminates the effect of legacy routers when they constitute less than 20% of the topology, and performs 2–4 times better than the original Path identification scheme. For the filtering mechanism, derive an optimal threshold strategy for end hosts and edge servers for filtering based on the Path identification marking. The proposed system develops the path identification IP filter, which an  be used to detect IP spoofing attacks with a single attack packet. It also examines the conflicts between IPv4 fragmentation and path identification marking, and path identification deployment in an IPv6 environment.
2. Path Identification Scheme
The Path identification DDoS defense scheme is composed of a packet marking algorithm that encodes a complete Path Identifier in each Packet, and a packet filtering algorithm, that determines how a DDoS victim will use the markings of the packets it receives to identify and filter attack packets. The uniqueness of path identification lies in the fact that the path identification marking scheme is deterministic at the path level i.e., all packets traversing the same path receive the same marking. Because each packet contains the complete path marking, and the marking for a path is unchanging, then the victim need only identify a single attack packet or flow (through some high level algorithm based on packet contents or flow behavior) in order to block all subsequent packets arriving from the same path, and presumably, from the same attacker. 

The Path identification marking scheme defines how the Pi-marks are generated as a packet traverses the routers along its path to its destination. Each path identification enabled router marks n bits into the IP Identification field of every packet it forwards. The IP Identification field is broken into 16/n. sections, and each router marks its n bits into the section indexed by the packet’s current TTL modulo 16/n.. Because the IP Identification field is 16 bits in length, each Pi-mark can hold markings from the last 8 (n = 2) or 16 (n = 1) routers away from the packet’s destination, a new router marking simply overwrites the marking of a previous router. 
Our research on Path identification shows that the markings of the last 8 or 16 routers suffice for filtering out the majority of DDoS traffic, even though many different paths carry the same marking. The average Internet path length is roughly 15, which is almost double the number of hops that the n = 2 bit scheme can hold. Thus, the victim receives the markings from only the last 8 routers in the n = 2 bit scheme. It is found that the filtering power of Path identification improves if prevent the local domain routers from marking, thus preserving the markings from routers further away. Internet packets would thus carry the markings from routers 4 to 11 hops away (assuming an n = 2 marking scheme). It is critically important that the individual router’s markings have as high an entropy as possible, so that the probability of two distinct paths sharing or, colliding at the same marking is as small as possible. 
For this reason, the router’s marking bits are computed as the last n bits of the MD5 hash of the current router’s IP address concatenated with the last hop router’s IP address. A Path identification enabled router would cache its marking bits for each interface to avoid recalculating the hash for each forwarded packet.

The original Path identification mark works well in a network where all routers implement Path identification marking. Unfortunately, performance degrades substantially if legacy routers are present, as they decrement the TTL but do not mark the packet. This paper introduces two techniques that greatly enhance the performance of Path identification in the presence of legacy routers i.e., the Stack marking and the Write Ahead improvement.
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Fig 1 shows the mechanism of DDoS attack resistance. The incoming 32 bit ingress address is processed for calculating the hash functional value. The ingress address is also parsed for the identification of the segment number and address bit. Then the hash functional value and parsed values are fed into the multiplexer for evaluating the marking process as indicated in fig 2.
3. Path identification Filtering Scheme

The Path identification filtering scheme defines how a DDoS victim uses the Pi-marks of the packets it receives to accept the least amount of attack traffic while accepting the most amount of legitimate traffic. The simplest Path identification filtering scheme is as follows i.e., upon identifying a particular mark as belonging to an attacker, the victim drops all subsequent packets bearing the same mark. Unfortunately, because there are a constant number of Path identification marks, as the number of attackers increases it is more and more likely that any given Path identification mark will receive some attack packets, hence causing all legitimate user traffic to be dropped as well. This effect is called marking saturation. To cope with marking saturation, the victim needs to have more flexibility in deciding whether or not to reject all packets with a particular Pi-mark. This flexibility can be defined in terms of a, a value measured as the maximum allowable ratio of attack packets bearing a particular Path identification mark to the total number of packets arriving with that Path identification mark. In a threshold filter, the victim will only drop all packets with a particular mark if the ratio of attack to total traffic on that mark equals or exceeds the threshold value.

Stack Marking
In order to generate a path identifier that is representative of a particular path from a source to a destination in the Internet, each router along the path must contribute some small amount of information whose aggregate among the routers of the path will be the Path identification marking. However, instead of using the packet’s TTL to aggregate the markings from different routers, each router instead treats the IP Identification field as though it were a stack. Upon receipt of a packet, a router shifts the IP Identification field of the packet to the left by n bits and writes its marking bits (calculated in the same way as in TTL marking) into the least significant bits that were cleared by the shifting. In other words, the router simply pushes its marking onto the stack. Because of the finite size of the identification field then most significant bits, which represent the oldest mark in the packet, are lost in this process just as in TTL marking. The differences between TTL and Stack marking become evident when legacy routers are introduced into the topology. Unlike TTL marking, which interacts poorly with legacy routers because of its reliance on the packet’s TTL which is modified by legacy routers, Stack marking does not rely on the TTL, and hence, has no interaction with legacy routers at all. There are no longer any marking holes because each marking router places its mark adjacent to the last marking router’s mark, in the least significant bits of the IP Identification field. Completely marking the whole field using Stack marking requires only that there be 16/n non-legacy routers anywhere in the path.
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The packet mark registration process is shown in the Fig: 2. The 32 bit ingress address is evaluated with the hash mark function to identify the value set on the incoming packet. The value obtained from the incoming packet is marked for register if the abnormal event marks is associated with the value set. The positional indication of the mark values are refered in the 32 bit address.
4. Experimentation and Performance Evaluation
4.1 DDoS Attack Model

In order to model Pi’s performance under a DDoS attack, must have some way for the DDoS victim to identify attack packets, so that it can bootstrap the Path identification filter. Unfortunately, this requires the simulation of a higher-level algorithm that is likely to be dependent on the content of the traffic (HTTP or DNS etc.) to make its classifications. 

To compensate for this, model our DDoS attack in two phases i.e., the learning phase and the attack phase. In the learning phase, the victim is considered omniscient, and can determine, for each packet received, whether that packet originated from an attack or a legitimate user. This phase of the attack is used to simulate the effect of a high-level traffic and content analysis algorithm, without specifying the algorithm itself. The knowledge gained in the learning phase is used to bootstrap the Path identification filter with the Path identification markings of known attackers. In the attack phase, the victim can no longer differentiate attack and user packets and is forced to use the Path identification filter to make accept or drop decisions for every packet it receives. All of the results presented are taken during the attack phase. The length of the learning phase is 3 packets per legitimate user and 30 packets per attacker. The length of the attack phase is 20 packets per legitimate user and 200 packets per attacker.

The DDoS simulations is done NS2. A certain number of paths are selected, at random, from the topology file and assigned to be either attack or legitimate user paths. All of the DDoS simulations have 50 legitimate users and vary the number of attackers. The system use an n = 2 bit marking scheme and assume, that the last three hops of any path are under the victim’s ISP control and thus, do not add their marks to the packet. The results presented are the averages of 6 runs of each attack.

The threshold value of the Path identification filter is used to give a DDoS victim some flexibility in deciding whether or not to drop all packets arriving with a particular mark by setting a minimum acceptable level of user traffic to that Path identification mark. Derive the formula for the optimal threshold value as a function of attack and user traffic, and confirm the optimality of our result using our DDoS simulation.

In order to quantify the performance of the Path identification filter, we first define two metrics, representing the two different types of errors a Path identification filter can make i.e., false positives, where legitimate users’ packets are dropped; and false negatives, where attackers’ packets are accepted. For the purpose of our evaluation, refer the following two metrics, the user acceptance ratio, which is 1 minus the false positive rate, and the attacker acceptance ratio, which is exactly the false negative rate. 
Stack Path identification in IPv6.
Although the Path identification scheme has been specifically designed for deployment in IPv4, its principal ideas are equally applicable in an IPv6 environment. The IPv6 protocol does not support en-route packet fragmentation, and thus does not have an equivalent field to the IP Identification field of IPv4. There are, however, two possibilities for marking space in IPv6, in the flow identification field or in a hop-by-hop option. The advantage of marking in the flow identification field of the header is that because the field is part of the standard header, router markings will not add to the packet’s size (which might cause the packet to exceed the MTU of an intermediate network and be dropped). The flow identification field is 20 bits in length, which allows more routers to include their markings in each mark.

The other option is to include the Path identification marking in a hop-by hop option inserted by the first Path identification enabled router in the path. The benefit of this approach is that the length of the option need not be limited to 20 bits, as is the flow identification field. However, inserting such an option into the packet may cause it to exceed the MTU of a link somewhere along the path. In either case, DDoS protection is a critical feature that should be present at the network level, and IPv6’s current limited deployment makes it a good candidate for modification to include the Path identification scheme.
Changing Path identification Marks
One of the basic assumptions of the Path identification scheme is that the paths from specific senders remain constant over the timescale of an attack. Attackers can exploit this assumption in a variety of ways. Instead of focusing a DDoS traffic flood on a particular victim, an attacker can try and flood the routers along the path to the victim, potentially causing a disruption in the paths packets take to reach the victim, resulting in new Path identification marks arriving at the victim. 
A clever victim may be able to identify the router under attack by comparing the Path identification marks of traffic before and after the attack begins. Colluding attackers may try to poison the PiIP filter by coordinating to complete a TCP connection, while spoofing an address belonging to a single attacker. The end-host may be fooled into including the Path identification marks of all attackers as legitimate Path identification marks of the one attackers IP address. This attack is limited, however, because the attackers would need to spoof the same address, or set of addresses, (if they poison more than one attackers address) during the flooding phase of their attack.
6. Conclusion

This paper presented approaches for packet marking and filtering in the Path identification DDoS defense scheme. The Stack Path identification marking improvements, stack-based and write-ahead marking, eliminate the marking holes generated by legacy routers and include the markings from single legacy routers immediately following Pi-enabled routers in a path. We derive an equation that allows a DDoS victim to select the optimal threshold value for the Path identification filter. The system introduces a novel filter which relies on the hash path identification, IP path identification tuple of each packet, making it far less likely that an attacker will successfully bypass the filter.  With these improvements, our evaluation shows that Path identifier provides measurable DDoS protection, even when only 20% of routers in the Internet participate in the marking scheme. The Path identification scheme is very general and quite promising in performance. These properties promise to make Path identification a critical deterrent to today’s most common Internet attacks.
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